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Palmer:

Hello and welcome to another episode of Conversations with CAP. My name is Walter
Palmer, Senior Advisor at CAP Index, the leader in crime risk forecasting. Really excited
today to be joined by David Feeney. David has over 20 years of experience in the security
industry as a practitioner, a security provider, a consultant in a variety of sectors. Dave
currently chairs the ASIS Professional Standards Board and sits on the ISO Technical
Committee for the Development of Security and Resilience Standards. Dave previously
chaired the ASIS International Physical Security Council and the ASIS Committee that
developed the first ever guideline for enterprise security risk management. And we'll get
into what that is here in a little bit. He holds a variety of professional certifications including
CPP, PSP, which is a physical security certification, a computer information security
certification, project management, well-accomplished, well-certified, a graduate of
Townsend. So I'm really tickled to welcome you to the show, Dave.

Feeney:
Thank you, happy to be here.

Palmer:

We've been trying to get this together for several months. So we finally made it happen, but
I'd be remiss not to mention a new development, which is, and I'll put a link below, but it's
just been announced that you're joining CAP Index as the VP of Security Consulting. So it's
not only welcome to Conversations with CAP, it's welcome to CAP Index. So tell us a little bit
about what you're going to be doing, Dave.

Feeney:

So I have, I've actually worked alongside and with CAP Index in a variety of ways for
probably 20 years. So it's fitting that I would take this step and join the team. I'm the Vice
President of Security Consulting, and one of my responsibilities will be to expand the CAP
Index capability around consulting on how clients can use the data that CAP Index provides,
some of which is the CRIMECAST data that a lot of people are probably already familiar
with, and some of which is more custom that takes that data and combines it with internal
data like incident data, maybe other external risk indicators. It could be a number of risk
indicators, sometimes 10 or more, to create a custom model. So you can imagine how
there's a lot of opportunity for consultative assistance there, and we'll be providing that,
whether it's helping clients maximize the value of the data that they get from our reports or
whether it's something a little more complicated than that. I'll also be supporting product



development and marketing in kind of bringing the practitioner's view. You know, my first
career in security was as a practitioner, and I think you always see through the lens of
whatever your first role was. You know, it's probably true for every space, but certainly it's
been my experience in security. So whether I'm working for service providers or working as
a consultant, what have you, I just kind of look at it from the perspective of the client.

And so I'll be helping those teams with that sort of thing, expanding our partnerships,
whether it be with associations like ASIS or with other companies that provide security risk
services or security risk products, and helping also to develop and align our products with
industry standards and guidelines. I've been on the professional standards board at ASIS for
five years. This is my sixth actually. And the chair is a two-year position. So this is the
second year of my role as chair. I've been on the ISO committee since just before COVID,
actually. And so I like to think I'm familiar with the industry standards and able to help
develop assessment forms and things like that to align with those standards.

Palmer:

Yeah, if | was going to be read through your experience and your professional involvement,
your certifications, the things that you've been passionate about that you've done through
your leadership roles, I think one of the themes that would come out is kind of a
comprehensive approach to what you're doing. And I think that's something that you'll
bring in spades to CAP because, again, we have thousands of clients who use our data in a
variety of different ways, but we always encourage them to be comprehensive in their
approach. And I think that's something that kind of been a theme in your career, at least it
seems like that to me. And so I think that's exciting. The other thing [ have to mention,
because it's a kind of a pet topic for me, is terms around guidelines. I think the terms
guidelines, standards, best practices get thrown around very loosely a lot of times. And you
know, what was the early 2000s, ASIS went through the process of becoming a certified ISO
standard writer. And it's a really involved process. It's not just a couple of people saying,
well, this is what most people seem to be doing. I guess that's the standard. It's a much more
developed process. It has to be if you're going to be a certified standards writer. So I don't
want to take us down a rabbit hole, but maybe as we talk about some of your involvement
with ASIS, maybe some of that will come out. Because again, I think sometimes we were
pretty loosey goosey with using those terms and they mean some very specific things in the
world of standards.

Feeney:

That's right. Yeah, at the simplest differentiation between standards and guidelines,
guidelines use the word should a lot. You should do this, you should do that. And as a result,
you don't necessarily need to comply with every instruction The verb would be complying
with for a standard. And in order to be compliant, you do have to follow every instruction.
And instead of saying should, it's a shall, like you shall do this.

Palmer:
So you've been working at Deloitte for, [ don't know, seven or eight years and doing a lot of
security consultation there. Maybe you could just talk a little bit about doing security



consulting there: what you've been doing there, what kind of sectors you work in, what kind
of challenges you've been helping clients with, just to understand a little bit about your
background.

Feeney:

Sure. So I was there just over eight years. And my career has been heavy on physical
security, but a good bit of cyber as well, and a lot of security convergence and topics like
that. So I did some cyber work, I did some physical security work, I did some convergence
work, especially with one of the trends that we're seeing in the industry is that convergence
is kind of having a renaissance. And 20 years ago, cybersecurity obviously was very
different. And sometimes it's being merged into physical security. And now we're seeing it
actually kind of the other way around where physical security becomes a responsibility of
CISO.

So I personally think there's not a one size fits all, but I think that for many organizations, I
think security conversations are a good thing. I also think it's a spectrum, right? So we talk
about totally disparate on one side and totally converged on the other. And there's this big,
thick part of the bell curve in the middle that's collaborative. And I think that collaborative
relationships between physical and cyber are pretty much valuable for everybody.

With that said, we did do a lot of work in helping from a comprehensive perspective, helping
clients identify or create a risk management methodology, which oftentimes would involve
CAP Index scores in one of those custom models that I was describing earlier. To implement
that and then use it as the basis for your security roadmapping, right? We did a lot of
assessments and identify areas for it. Not necessarily assessments against the standard, but
just security assessments more than risk assessments, what an optimal security risk
management program would look like. And then helping clients to achieve that.

Palmer:

That's one of the values, right? If I'm sitting in my office with just my organization and just
my knowledge of maybe our organization and a couple other places I've worked, | may not
have this ability to reference a hundred other different security programs and what they're
doing well and what they're not doing well. I mean, that's the advantage of bringing
somebody like you in, right? You have the chance and again, without not obviously giving
information away from one client to the other, but again, to your point, having a
tremendous amount of breadth of context and being able to kind of, what do you say,
aggregate that, I guess, into, you know, what would be the best combination of everything
['ve seen in action. So that's the huge advantage, right?

Feeney:

Yeah, and I'll tell you, one of the things that really impresses me about CAP Index that I have
to admit I didn't know before [ came here was the ability to provide benchmarking or
comparison data for clients as far as CRIMECAST scores go. So like being able to say, okay,
here's my bank branch, for example, and here's the score for that branch and all the scores



around, you know, national and state and local and past and present and future. But here is
also the range of scores for all bank branches nationally or on a state level or on a local level
so that I can see where | am in that range. It's really powerful. And [ have to admit, [ didn't
know.

Palmer:

It's a great point. | mean, one of the comparisons you can make, and you mentioned
financial institution, a bank, for them, their risk tolerance, what their average CAP score
might be very different than another type of financial institution like a check cashing store,
you know, a check cashing store, you know, by the nature of their business, you know,
they're going to operate environments that probably a more traditional financial institution
won't or doesn't operate in because of some of the risk factors. So even if you're higher risk
as an enterprise, you still need to stratify your approach, or you might want to stratify your
approach. It just might be on a different scale. So yeah, those comparisons can make a
tremendous amount of difference depending on what types of environments you're
operating in with the nature of your businesses as well.

Feeney:

Yeah, that's right. Yeah, so operating environment, not thinking that of myself, is a big
component in the context of enterprise security risk management. And how that translates
to CAP, I think, is what you're saying. If I have a chemical plant and [ want to compare it to
other chemical plants, their crime CAP scores are probably going to be somewhat lower
based on the fact that they may often be in rural areas. So I really need to know how |
compare to chemical plants. And it's cool that CAP Index will do that. So, you know, we
mentioned enterprise security risk management and that's been, oh, that banner has been
kind of out there for maybe 10 years now. I'm just trying to think off the top of my head.
And, you know, when it came out, it made a lot of sense to me. I remember, and ['ve been in
the security and loss prevention industry pretty much my whole career. And I always
remember thinking back to a risk management class I took in college and thinking that what
we do is very closely aligned with risk management. Because in risk management, the five
ways to manage risk are: risk avoidance, risk sharing, risk transfer...I start down a path and
[ can't remember all five.

Palmer:
How would you categorize what ERM is as an approach?

Feeney:

So, first, I'll give you the textbook definition from the guideline which I have committed to
memory. ['ve said it too many times, but it's: a strategic approach to security management
that ties the organization's security practice to it, that same organization's overall strategy
using globally established and accepted risk management principles. The layman's terms
definition of that is that security acts as an advisor to internal stakeholders and internal
customers, if you want to call it that, the business, right, to support them in achieving their
mission so that the organization is supporting and achieving its mission. So security acts as
an advisor. There's a few things I said in there that are key. Not an enforcer, not an



authority, like, this is what you're going to do, but acts as an advisor and supports the
organization in achieving its mission.

So there's questions that you might ask yourself in there if you're trying to figure out how
aligned with ESRM you are. Does my security function have a mission statement? Does that
mission statement align with the mission statement of the overall organization, right? Does
it have a vision? Same thing. Does that align? Am I out telling people what they need to do
and not do? Or am I explaining to them their role as asset owners in the risk management
process and guiding them through that decision making process by, for example, giving
them data like CRIMECAST data from CAP Index to say, listen, you may have a branch
manager as the asset owner of a branch. And you would say, you know, what you should
know. Okay, so you've maintained a baseline. You've achieved a baseline. You're complying
with all our internal requirements, things that we do in every facility, have locks on the
doors, things like that. But you should know that here's your CRIMECAST, and here's how
that compares to other branches, and here's how that compares to our other branches.

So here are these enhanced security protocols that we would recommend you take so that
you can mitigate risk that undermines your ability to achieve your mission. So if that risk
becomes a reality, it's gonna be harder for you to do your job to achieve your mission. You
know, just tell a quick story that comes to mind, talking about that new months. [ remember
being an organization in the security group and a new CEO was going to be coming on
board. And we had heard that he had said some things in some company meetings that we
weren't part of about the security department being a crutch for the operations group. And,
you know, hearing that from third party, you know, I felt like, oh, that sounds kind of
insulting. But what I actually learned when Ron came on board was he was saying, you
know, security is doing things for you that you should be doing for yourself. They're making
decisions for you that you should be making as a business leader.

And not that it was a crutch in the sense of being an insult on us. It was just the stakeholders
had to take a more active role in managing the risk for the organization. And I think that's
an important nuance, right? It's not all security's responsibility to protect the organization
because they're providing technical and professional expertise to advise the stakeholders
on.

Palmer:
Yeah, it does. Does that align up with what you're saying?

Feeney:

Yeah, it does. and my internal stakeholder decides not to do what I want them to do, how do
[ get them to do what [ want them to do? And it, you know, it's kind of a funny question. The
answer technically is you might not, you know, like it's not really about getting them to do
what you want them to do. It's about conveying the value of what you think they should do
and also making them understand that you're the asset owner. So you're responsible for the
successful operation, for lack of a better term, of this asset. If the risk undermines that,
you're accountable for that. So you are the decision maker, which you probably like, but



you're also accountable for those decisions. And then a lot of organizations is the
misalignment there where, because security as an enforcer, that doesn't always work. Any
practitioner will tell you that they have had the experience where they go out and they say,
you need to do this, and then they just don't do it. So security is accountable. Something
goes wrong, the CEO calls the CSO and says, how did you let this happen? But in reality, it's
the asset owner that's the decision maker.

So this kind of straightens all that out, you know, is kind of humble enough to understand
what everybody is and isn't and what everybody is capable of and not capable of. And they
say, okay, you know, you can make the decisions, but you're also gonna be accountable for
those decisions. And you'll find that asset owners tend to lean in a little more when they
hear that and say, oh, okay, well, tell me, tell me again about these enhanced.

Palmer:

[ think if, if, if somebody's listening in this and they're like, oh, I've not really been exposed
to this. I think there's an article out there that you wrote for Security Management Magazine
at one point when ASIS was kind of really starting to trumpet this. Is that, if somebody went
out there and Google Dave Feeney and ESRM, are they gonna find some articles and
publications from ASIS that think about this?

Feeney:

[ think so, I hope so. There was an article that [ wrote and then there was an interview and
they're not video interviews, but a transcript. Yeah, the interview and there are other
resources and there's lots of other great resources. The ASIS Guideline being chief among
them. If you're an ASIS member, it's free, and if you're not, it's very cheap. I can't remember
how much it costs, but even a hard copy is very cheap. And there's books. There was a book
that was written by a good friend of mine, two good friends of mine, that was available even
before the ESRM guideline was published. It's just an approach to managing security risk. So
you can do that, you can have whatever methodology you want, but you have to have a
methodology.

And again, that's kind of where CAP Index comes in. So there's a lot of organizations that are
out there that are like, well, you know, we do assessments, Raycon does their own thing,
maybe we have a template, maybe we don't. And we use that somewhat subjective output to
make our decisions. And that's certainly better than nothing. But I think what CAP Index
offers is an objective third-party... set of risk indicators, I'll put it that way, that you can use
to prioritize your sites and make security risk management decisions, right? So the CAP
Index data tells you where you should invest, and security assessments, which are
something else that CAP Index helps out with, tell you what to invest in, right?

So I'm lacking in access control and my top priority sites are this tranche of sites. So I have
this much money, so that's what I'm gonna do this year, that kind of thing.

Palmer:
You know, we've mentioned ASIS International a few times and we're not getting paid by



ASIS to do that. But like you, I was a CPP for over 25 years, used to be involved with the
national leadership. And I was in that in the early 2000s still, when this guidelines
standards journey kind of first began. But for anybody who doesn't know, ASIS
International is the largest professional organization for security practitioners. And that's
everything from banking to chemical plants to retail. | mean, it's an umbrella as a
professional organization, not a trade or industry association. And you've been very
involved with it. I'd say, you know, it's clear in looking at your resume. What's the value for
you? [ mean, you've obviously contributed a lot to them. What's the value for you? Why
should a young person who's getting into the security industry get involved in that
organization?

Feeney:

Well, it's in large part kind of what you referenced. It's a very broad base of expertise
around security management and risk management. Right. That's difficult to get. And there
are a lot of organizations out there that are sector specific. And that's probably just as
valuable, right? But it is a different thing, right?

So if you're a hospital or hospital system and you're in, I won't name them, but one or two
healthcare security associations, that's going to be immensely valuable, but you're also
going to get different value from that than you would from a very broad and large
organization like ASIS International.

Palmer:

Last I remember it was like 30,000 members globally. Something like that. But again, for
somebody who's maybe not, you know, who's maybe more entry level or just starting out in
the business, they also have local chapter meetings and things like that. And so there's ways
to plug in and get to know some, some of the different people I know, when [ was first
starting out, it was kind of valuable to hear the different sectors. You know, you can do
security in a lot of different, you know, verticals. And it was kind of interesting to be able to
at least be aware of what was out there and what [ might want to gravitate to. So, | just
think, you know, it's not expensive. It's going to bring some value. It's going to bring some
professional gravitas, I think, to somebody. I always thought, you know, if you were a
security practitioner and you were on the stand, and you were testifying about what you did
or what you thought or a policy you wrote, or maybe you're a corporate executive. And I
could just imagine the the other attorney saying, well, do you belong to ASIS International?
No. What professional associations do you do belong to to keep current with the best
practices and standards and security? You don't have an answer. Yeah, look at what that
looks like, you know, so you better have some kind of answer to that, you know maybe
litigation is a worst-case scenario, but it’s illustrative I think.

Feeney:

No, you're right. And [ mean it could be on a resume and a job interview. You know it could
be anything, but yeah, you know that's That's an opportunity to kind of sell yourself apart
once you once you kind of raise your hand people will You know if you raise your hand and
say I'd like to help out, but people will find stuff for you to do and I'll say this I It's kind of a



shocking statement. | have met many more people and formed many more solid
relationships through ASIS than I have through my day job. Most of the people that I'm
really close with professionally, I have to credit ASIS for that more than, you know,
whatever my various day jobs have been over the past 23 years.

Palmer:

Gotcha. Well, I'll spring a little surprise on you as we kind of close out and look forward to
having you back sometime when we talk about, you know, kind of what the next things are.
But where's home for you? Where's home for you? And what are some of your things you
like to do when you're not out there consulting on security?

Feeney:

Well], I live in a town that many people may not know called Ellicott City. It's in Maryland in
Howard County. It's due north of Washington, DC. And I grew up here, and I moved around
a bit, and then I came back, and I'm hoping to stay here. I've got two kids, 22-year-old
daughter and a 10-year-old son. And they're both sports enthusiasts. So I love to be involved
with, my 22 year old is too good, she plays volleyball and she's too good for me to help her
now, but I'll go watch her game. She plays at Frostburg State, which is a small division two
school in Western Maryland. And my son plays basketball, lacrosse and football. And I
assistant coach or coach. I assistant coach his football team and I co-coach his basketball
team. And [ love it. So when I'm not talking to people about security and risk, I'm usually
yelling at 10-year-olds from sideline.

Palmer:
That's great. That's great. Well, Dave, it's been great to have you and best of luck in the new
endeavor. We look forward to seeing what happens with this new venture.

Feeney:
Thanks, I'm very excited. Okay, Dave, thank you everybody for joining us. We'll look for you
on the next episode and until then be safe. Thanks, ['m very excited.

Palmer:

Okay, Dave, thank you everybody for joining us. We'll look for you on the next episode and
until then be safe.



